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References:  See Base OPORD. 
 
Time zone used throughout the order:  Korean Standard Time (India). 
 

1. Classified Systems User Account:  The POF IMO will provide the account support for 
CENTRIX-K and SIPRNET to include administering the accounts. 
 
1) CENTRIXS-K (US and ROK Secret) User Account, administered by Joint Command 

Information Systems Activity (JCISA) 
 

2) Secure Internet Protocol Network (SIPRNET) also known as the Secure Wide Area Network 
– Korea (SWAN-K) (US Secret) User Account, administered by 1st Signal Brigade, Yongsan. 

 
See the POF's deployment website 
(http://www.pof.usace.army.mil/About/OurOrganization/SecurityPlansandOperations/Deploymen
tInformation.aspx) for correct forms and other information. 

 
2. Completing the DD2875 for CENTRIXS and SIPRNET: Before the user digitally signs the 

DD2875 form, user should fill out all information (in the top portion), PART I 1-15 and 16a  
when establishing or modifying their USER ID. Instructions are on Page 3 of the form and below: 

 
1) Type of Request: Check Initial if you need a new account, Modification if you already have 

an account and need to make changes, or Deactivation if you want to delete your account.  
The new requests should be Initial. 

2) System Name: CENTRIXS-K if you need access to only US and ROK Secret; SWAN-K if 
you need access to only US Secret.  If you need access to both, then it would be CENTRIXS-
K/SWAN-K. 

3) Location: Yongsan, Korea 
4) Block#5: Type user AKO email address (@us.army.mil) or type user Enterprise Email 

(@mail.mil) 
5) Block#10: Make sure user select and type correct Information Awareness Exam of Training 

Date (annual training) (https://ia.signal.army.mil/) 
6) Block#13: Make sure user type their Common Access Card (CAC) DoD ID#  or Electronic 

Data Interchange Personal Identifier (EDIPI) 10 digit number    
7) Block#16a: Make sure user type their CAC expiration date (ex, DEROS 14 Mar 2014) 
 

                                       (Once User signs, NO ONE can add/modify user’s section) 
 
-Before Supervisor digitally sign the DD2875 form PART II, Supervisor/Sponsor/Team Leader should 
complete 

8) Block#14 and #15: Select "Authorized" and "Classified" 
9) Block#16: select "I certify that this user requires access as requested."  
10) Block 17-20b: Fill out Supervisor/Sponsor/Team Leader information before 

Supervisor/Sponsor/Team Leader digitally signs.  
 
                                       (Once Supervisor signs, NO ONE can add/modify the section) 
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11) Block#21-32 will be completed by POF IMO/S6 and SPO/S3. 

 
 3.    Submitting the Documents for CENTRIXS: Send your documents (do not include social 
security numbers) no less than 30 days prior to STARTEX to the POF IMO/S6 Helpdesk 
helpdesk.pof@usace.army.mil . Before submitting your system access requests form to Helpdesk 
ensure you have all the necessary documents: 
 

1) System Authorization Access Request (SAAR) DD2875 (Figure 1. SAAR DD2875). The 
DD2875form must be signed by the user, immediate supervisor, Information Owner, 
Information Assurance Support Officer, and the Security Manger by sequence. 

2) United States Forces Korea (USFK) Joint Command Information Systems Activity (JCISA) 
CENTRIXS-K Acceptable Use Policy (Figure 2. JCISA AUP) 

3) Information Assurance Awareness Exam Certificate (https://ia.signal.army.mil/). 
 

4.    Submitting the Documents for SIPRNet (SWAN-K): User will need to submit and complete 
following forms and mandatory training:   

 
1) System Authorization Access Request (SAAR) DD2875 (For SIPRNet user account, you 

must submit .xfdl format form. .pdf format form is not acceptable by 1st Signal Brigade). The 
DD2875form must be signed by the user, immediate supervisor, Information Owner, 
Information Assurance Support Officer, and the Security Manger by sequence. 

2) Korea LandWarNet (KWAN) AUP (Figure 3. KWAN AUP), see the POF's deployment 
website. 

3) Information Assurance Awareness Exam Certificate (https://ia.signal.army.mil/).  
4)    Mandatory Training: User MUST take from https://iatraining.us.army.mil.   

**Need to register with an Army Knowledge Online, (AKO) http://www.us.army.mil account. 
a) WNSF - Portable Electronic Devices and Removable Storage Media v2.0 
b) WNSF - Phishing Awareness v1.0 
c) WNSF - Safe Home Computing 
d) WNSF - Personally Identifiable Information (PII) v1  

5) Register and complete your profile setup:  If you have an account in the Army Training and 
Certification Tracking System (ATCTS) site, login with your AKO UserID and password or 
CAC. The ATCTS site is https://atc.us.army.mil/iastar/index.php.   
Once you login to the ATCTS site, you will see your profile information.  Please 
verify/update /modify your Signal Command/FCIO and HQ/DRU information if needed.  
If you don’t have an account, please register with AKO account information or your CAC. 

6) Make sure all the training records are shown on your ATCTS profile after taking training and 
tests.  If all the training records are not verified by your ATCTS site manager, e-mail ATCTS 
Helpdesk at support@iastar.net (please provide your AKO email address with your request 
for assistance) with all training certificates. Ask ATCTS Helpdesk to verify all your training 
certificates.  

 
-DoD IA Awareness Training, the site, https://ia.signal.army.mil/DoDIAA. There are 
two steps to complete.  Once you complete "Step one: training" you should be able to 
print training certificate and after you complete "Step two: Annual DoD Information 
Assurance Awareness Exam " you should be able to print exam certificate.  It takes 
time the status to be updated on your ATCTS site. 
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7) Please make sure to send the signed KWAN Acceptable Use Policy (AUP) and DD 2875 to 

POF IMO/S6 Helpdesk (Helpdesk.pof@usace.army.mil).  
8) Once DD2875 form is signed by the POF Information Owner, Information Assurance 

Support Officer, and the Security Manager, IMO/S6 will send you back a copy of the 
completed DD2875.  

9) You must upload completed DD2875 and signed KWAN AUP into the ATCTS site. 
 

Once everything completed, please send all forms and certifications to Helpdesk.pof@usace.army.mil. 
The POF Helpdesk must submit all forms and certifications to KWAN’s Network Enterprise Center 
(NEC) for your KWAN/Enterprise Email User Account. 
 
      5.    The POC for this action is the POF IMO/S6 Helpdesk (Helpdesk.pof@usace.army.mil). Please 
include your name, rank, grade and the words EXERCISE ACCOUNT REQUEST in the subject line.  
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                                                         <Figure 1.  DD2875 form> 
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                                                         <Figure 2.  USFK JCISA AUP> 
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                                                                <Sample of KWAN AUP>

 
                                                             <Figure 3.  KWAN AUP> 
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