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Appendix 1 (Classified System User Account Request Procedure) to Annex H (Command, Control,
Communications and Computer) to OPERATIONS ORDER 12-5, POF SUPPORT TO JCS/ USFK
EXERCISES

References: See Base OPORD.
Time zone used throughout the order: Korean Standard Time (India).

1. Classified Systems User Account: The POF IMO will provide the account support for
CENTRIX-K and SIPRNET to include administering the accounts.

1) CENTRIXS-K (US and ROK Secret) User Account, administered by Joint Command
Information Systems Activity (JCISA)

2) Secure Internet Protocol Network (SIPRNET) also known as the Secure Wide Area Network
— Korea (SWAN-K) (US Secret) User Account, administered by 1* Signal Brigade, Yongsan.

See the POF's deployment website
(http://www.pof.usace.army.mil/About/OurOrganization/SecurityPlansandOperations/Deploymen
tinformation.aspx) for correct forms and other information.

2. Completing the DD2875 for CENTRIXS and SIPRNET: Before the user digitally signs the
DD2875 form, user should fill out all information (in the top portion), PART | 1-15 and 16a
when establishing or modifying their USER ID. Instructions are on Page 3 of the form and below:

1) Type of Request: Check Initial if you need a new account, Modification if you already have
an account and need to make changes, or Deactivation if you want to delete your account.
The new requests should be Initial.

2) System Name: CENTRIXS-K if you need access to only US and ROK Secret; SWAN-K if
you need access to only US Secret. If you need access to both, then it would be CENTRIXS-
K/SWAN-K.

3) Location: Yongsan, Korea

4) Block#5: Type user AKO email address (@us.army.mil) or type user Enterprise Email
(@mail.mil)

5) Block#10: Make sure user select and type correct Information Awareness Exam of Training
Date (annual training) (https://ia.signal.army.mil/)

6) Block#13: Make sure user type their Common Access Card (CAC) DoD ID# or Electronic
Data Interchange Personal Identifier (EDIPI) 10 digit number

7) Block#16a: Make sure user type their CAC expiration date (ex, DEROS 14 Mar 2014)

(Once User signs, NO ONE can add/modify user’s section)

-Before Supervisor digitally sign the DD2875 form PART I, Supervisor/Sponsor/Team Leader should
complete

8) Block#14 and #15: Select "Authorized" and "Classified"

9) Block#16: select "I certify that this user requires access as requested."

10) Block 17-20b: Fill out Supervisor/Sponsor/Team Leader information before
Supervisor/Sponsor/Team Leader digitally signs.

(Once Supervisor signs, NO ONE can add/modify the section)
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11) Block#21-32 will be completed by POF IMO/S6 and SPO/S3.

3. Submitting the Documents for CENTRIXS: Send your documents (do not include social
security numbers) no less than 30 days prior to STARTEX to the POF IMO/S6 Helpdesk
helpdesk.pof@usace.army.mil . Before submitting your system access requests form to Helpdesk
ensure you have all the necessary documents:

1) System Authorization Access Request (SAAR) DD2875 (Figure 1. SAAR DD2875). The
DD2875form must be signed by the user, immediate supervisor, Information Owner,
Information Assurance Support Officer, and the Security Manger by sequence.

2) United States Forces Korea (USFK) Joint Command Information Systems Activity (JCISA)
CENTRIXS-K Acceptable Use Policy (Figure 2. JCISA AUP)

3) Information Assurance Awareness Exam Certificate (https://ia.signal.army.mil/).

4. Submitting the Documents for SIPRNet (SWAN-K): User will need to submit and complete
following forms and mandatory training:

1) System Authorization Access Request (SAAR) DD2875 (For SIPRNet user account, you
must submit .xfdl format form. .pdf format form is not acceptable by 1* Signal Brigade). The
DD2875form must be signed by the user, immediate supervisor, Information Owner,
Information Assurance Support Officer, and the Security Manger by sequence.

2) Korea LandWarNet (KWAN) AUP (Figure 3. KWAN AUP), see the POF's deployment
website.

3) Information Assurance Awareness Exam Certificate (https://ia.signal.army.mil/).

4) Mandatory Training: User MUST take from https://iatraining.us.army.mil.

**Need to register with an Army Knowledge Online, (AKO) http://www.us.army.mil account.
a) WNSF - Portable Electronic Devices and Removable Storage Media v2.0

b) WNSF - Phishing Awareness v1.0

c) WNSF - Safe Home Computing

d) WNSF - Personally Identifiable Information (PII) v1

5) Register and complete your profile setup: If you have an account in the Army Training and
Certification Tracking System (ATCTYS) site, login with your AKO UserID and password or
CAC. The ATCTS site is https://atc.us.army.mil/iastar/index.php.

Once you login to the ATCTS site, you will see your profile information. Please
verify/update /modify your Signal Command/FCIO and HQ/DRU information if needed.
If you don’t have an account, please register with AKO account information or your CAC.

6) Make sure all the training records are shown on your ATCTS profile after taking training and
tests. If all the training records are not verified by your ATCTS site manager, e-mail ATCTS
Helpdesk at support@iastar.net (please provide your AKO email address with your request
for assistance) with all training certificates. Ask ATCTS Helpdesk to verify all your training
certificates.

-DoD IA Awareness Training, the site, https://ia.signal.army.mil/DoDIAA. There are
two steps to complete. Once you complete "Step one: training" you should be able to
print training certificate and after you complete "Step two: Annual DoD Information
Assurance Awareness Exam " you should be able to print exam certificate. It takes
time the status to be updated on your ATCTS site.
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7) Please make sure to send the signed KWAN Acceptable Use Policy (AUP) and DD 2875 to
POF IMO/S6 Helpdesk (Helpdesk.pof@usace.army.mil).

8) Once DD2875 form is signed by the POF Information Owner, Information Assurance
Support Officer, and the Security Manager, IMO/S6 will send you back a copy of the
completed DD2875.

9) You must upload completed DD2875 and signed KWAN AUP into the ATCTS site.

Once everything completed, please send all forms and certifications to Helpdesk.pof@usace.army.mil.
The POF Helpdesk must submit all forms and certifications to KWAN’s Network Enterprise Center
(NEC) for your KWAN/Enterprise Email User Account.

5. The POC for this action is the POF IMO/S6 Helpdesk (Helpdesk.pof@usace.army.mil). Please
include your name, rank, grade and the words EXERCISE ACCOUNT REQUEST in the subject line.
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SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR)
PRIVACY ACT STATEMENT

AUTHORITY: Executive Grder 10450, §387. and Public Law 99-474, the Coemputer Fraud and Abuse Act.
PRINGIPAL PURPOSE:  To record names, signaiures, and oiher identfiers for the purpose of validating the trustwarthingss of indviduals requesting
aceess to Department of Defense {Dol) systems and information. NOTE: Records may be maintained in both electronic

andlar paper form.
ROUTINE USES: Homa
DISCLOSURE: DCiaclosure of fhis infarmatian iz valuntary; howaver, falure o provide the requested information may impede, Selay or

prewenl furthar pracessing of this request,

TYPE OF REQUEST DATE {YYYYUMDD)

J NTAL ] MODEICATION [ | DEACTVATE [l yserin_
SYSTEM MAME [Plalorm or Appicanens) TLOCATION [Physical Location of System)
SIPRNET (Classified) Wongsan, Koren
PART | (Tobe compleded by Requeator)
1. MAME (Last, First, Miodle imsiall 2 ORGANIZATION
[5. OFFICE SYMBOL/DERARTMENT & PHOMNE (SN or Commercial)
. OFFICIAL E-MAIL ADDRESS " [E. JOB TITLE AND GRADE/RANK
7. CFFICIAL MAILING ADDRESS 8. CITIZENGHIP 9 DESIGNATION OF PERSON
[]us 1 FM [ MsUTaRY ] ChaLIAN
| OTHER [ CONTRACTOR
10, 1A TRAINING AND AWARENESS CERTIFICATION REQUIREMENTS (Complate ag required for user o funclional level sccess )
| | have campleted Annusl Information Awareness Training. DATE (Y¥YYMUDD)
11. USER SIGNATURE ) [12. DATE (¥Y¥¥MUDD)

FART Il - ENDORSEMENT OF ACCESS BY INFORMATION OWHER, USER SUPERVISOR OR GOVERNMENT SPONSOR  (If individualis @
contractor - provide company name, contract mumber, and dare of confract sapirafion fn Block 1 6.

13, JUSTIFICATION FOR ACCESS

SIPEMNET (Classified) access request

Must type user's DOD ID# (10 digit number known as EDIPI number form CAC)

14, TYPE OF ACCESS REQURED

7] MUTHORIZED [] PRIVILEGED

75. USER REQUIRES ACCESS TO [] UNCLASSIFIED I/ CLASSIFIED (Spesify category)

[ oTHER B

16, VERIFICATION OF NEED TO KNOW 18 . ACGESE EXPIRATION DATE (Contraclars musl specify Company Name,

Comiract Number, Expiration Date. Use Block 2 7# needed.}
I cerlify that this user requires access as requested.  [f]

17. SUPERVISOR'S NAME (Print Nsme) 18 SUPERVISOR'S SIGNATURE 19, DATE [FYFYMMOO)

70, SUPERVISOR'S DRGANIZATION/DEFPARTMENT 20a. SUPERVISOR'S E-MAIL ADDRESS 20 b. PHONE NUMBER

21, SIGNATURE OF INFORMATION CWHNER/OPR [ 21a PHONE NUMBER b DATE (¥Y¥YAMMDD)

2. SIGNATURE OF |AD OR APPOINTEE 25 ORGANIZATION/OEPARTMENT | 24. PHONE NUMBER  [25. DATE gryrywming)
DD FORM 2875, AUG 2009 FREVICUS EDITION |5 CBSOLETE. APD PE w1.00

<Figure 1. DD2875 form>
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USFK JCISA CENTRIXS-K Acceptable Use Policy
2HVE BHE BEAAN ANEANA 8207 g

1. Understanding. | understand that | have the primary responsibility to safeguard the information contained in
USFK JCISA C2 Systems and Networks from unauthorized or inadvertent modification, disclosure, destruction,
denial of service and use.

1§ Eoe 57k 94 gAY 23908 Al A 24, TN, B0, £F 44 59 92254
FH0Z FAE ALAAAN ARFAAA £ ENS Y ALE BET 4AFHR 227 &2 52
it

2. Access., Access to USFK JCISA C2 Systems and Metworks is for official use and authorized purposes and as set
forth in DOD 5500.7-R, “Joint Ethics Regulation”, DODD 8500.1, “Information Assurance™ or as further limited by
this policy.

2. 2. =445 FE BEO0.T-R “oE &8 7R, 945 £H 86001 "HELF" B £ %34 u}
FH0T FAE ALAAA AR EAAA L HEH=Z g2 45 9 307l 824 # #

3. Revocability. Access to USFK JCISA C2 Systems and Network resources is a revocable privilege and is subject to
content monitoring and security testing.

31738 #A. FA0E FAE REAAA AREA AA 2 HEAZE JEE T4 B Eokzdde] 44X
H + gled, o|d g Alg7s HZ Aol #A 2 & =t

4. Applicability. The USFK JCISA C2 Systems and Network resources provide information processing service for
Classified releasable ROK/US. This Acceptable Use Policy applies to ALL ROK and US personnel who are required
and are authorized access to the USFK JCISA C2 Systems and network resources.

4. 34 A0ZE FAR ALAAA AATA A4 £ HEAS: #0031 71Y AEAD] 25 AAE
AFAL At TROE FAL ALAANR ANFA AA L =Nz B 25 20
hehel B2 EE W SR Badn

5. Classified information processing. Your assigned government system(s) on USFK JCISA C2 Networks is a
classified infarmation system for your organization.

SPAIRAEANE 90 FAR FEAAAN AFEA A 445 B FEE AT YR
A A=t}

a. Your government system provides classified communication to your organization, the military services,
external DOD elements, and other United States Government organizations. Primarily this is done via electronic
mail. Your ROKUS classified system is approved to process up to ROKUS classified information only.

a.?] AAE L5524, 2 £ 45 A58 24 9 7l 038 718 eEEAE AFan
ol F e daFeR ogd S F3 21T 0 vdAdds #o vEBE AT &4 Fein, 0F
4= Y AAs S 25 HEF R Ao gl A e RS g

b. All government system users are responsible for preventing classified data “spillage.” All removable media
will be properly marked and these markings checked before use on a classified network. Media that is not marked
or is improperly marked will not be used on the network. Data sent in e-mail attachments need to be properly
marked, reviewed and verified before being sent over a classified network. Upon review, any question of being
releasable will be reviewed and verified by the unit security manager or the foreign disclosure monitor. In the
event of a classified data spillage, users will isolate the affected system and contact their security manager
immediately.

b. AAE 2E AERE HY AR “fE2"E BAE Hdel ok 2E ol5AHA s 88 55
#E7& ok sie, B2 YIESZ] A Algslr] A 5 BE7E 4k . T 2AHA g

Version 2 dated July 7, 2011
Page 1 of 5

<Figure 2. USFK JCISA AUP>
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USFK JCISA CENTRIXS-K Acceptable Use Policy
FHOE FHF AEAAAN AHEAAA 2207 o2

A MEAZ 3 AHEE UG oAU 2 22 AU AT dolfiz MY MEAL A7)
g4 Boe EF2 67 FE ek 2tk deln FE A A% 2 B0} $EA 2= g
AT 2odel AT £AS B2 2 B0 vY A8 52 € AL AeAE BAY
AAE ARAA T 24 A2 mo} DLAAA HAL B

6. Personal Identifiable Information (PIl) use. All Pll designated by OME Memorandum 07-16, the Health
Insurance portability and Accountability Act of 1986 and the Privacy Act of 1974 will be protected in accordance
with DOD B400.11-R "DOD Privacy Program.” Pl will not be handled below a For Official Use Only (FOUD)
designation.

6 AYUAER LA AR OME 94 07-16,19%6 4 AF Y dF EQd S S Fd 2R HH 1974 d A3
ANRE ES Fo mel 28 AN AEHF =S4 773 s40011-R"SHY 732 A3 RE 25 FH"
izl E5 5 AL AAERE S TAAE ol 5o AFEA g

7. Minimum security rules, requirements and unacceptable use. As a government system user, the following
minimum security rules and requirements apply. | understand that monitoring of my assigned government system
will be conducted for various purposes and information captured during meonitoring may be used for
administrative or disciplinary actions or for criminal prosecution.

7. 718 B¢t 78 AR FAAA AR o] 71 Eot 7ol HEd0 2912 d9d g5 8
AAS T EHE H2 FHeln, T F ESH HA2- 973 A 22 A 7L EFeR
g o9l Ee FEEoh

| understand that the following activities include unacceptable uses of a government information system (15):

=902 o2 X7 ARAA S AR 27 Al HFEE sAE0: (1WA 71D

a. Personnel are not permitted access to any government systems unless autherized, trained and only
after reading and completing this Acceptable Use Policy. | have completed initial user security awareness training
and PIl awareness training. | will participate in all training programs as required both before receiving system
access and when refresher training is required.

aAb87h S17h m& 0 2 S0} ke 27 gAY ARAE A4 F2L £ B
2918 712 A% Hoteld BAL 55 HFen A4 F2ARE 27 el Amsel DT i
=F 24 T2add F4san

b. | will immediately report the loss/suspected loss, compromised/suspected compromise, or
discovery of PIl and 5l to the first 05 or G514 in my chain of command and USFK JCISA.

b 2912 2RO ZFAL FRAAAN FFAA ole} B4 =5 F4o] ¢
i = dEe] HAss B8 AYSEALS AT ALATE S 05(HES) E= 6514 4
Z2) Bl

. | will successfully complete the Personally Identifiable Information (PIl) training pricr to obtaining
access to the USFK JCISA C2 Metwork(s).

_ cgdezRoeEas Anddsd 22 998 54970 94 AQANAE Das
4FRoe ofarle #

Version 2 dated July 7, 2011
Page 2 of 5

<Figure 2. USFK JCISA AUP>
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USFK JCISA CENTRIXS-K Acceptable Use Policy
FRUE SR RRAAN ANTANA A7 H

d. | will generate and protect passwords or pass-phrases. Passwords will consist of at least 14
characters with 3 each of uppercase, lowercase, numbers and special characters. | am the only authorized user of
my account. | will not share personal accounts and passwords or permit the use of remote access capabilities by
any individual.

dEcle s g sl 2aalgc wdelss 5 14 AEl 2 sl AEA, 55,
5587 et 3 Al g el THES @) Bole 448 Axe] @502 2lvisl AsAEA
goel A4 € 458 FakA dod gl A4& BHE

e. | will use only authorized government hardware and software. | will not install or use any personally
owned hardware, software, shareware or public domain software. | will not disable or remove security or
protective software or mechanisms and their associated logs. | will not alter, change, configure or use operating
SySTEms or programs, except as specifically authorized. | will not introduce executable code (such as, but not
limited to .exe, .com, .vbs, or .bat files) without authorization, nor will | write malicious code. | will not add user-
canfigurable or unauthorized software. | will not attempt to strain, test, crcumvent, bypass security mechanisms
or perform network traffic monitering or keystroke monitoring.

— efflEdtd slede] § 2T Ego{hd Ag T Aeln, A 4f sSEdo], 2T e
Fade 22 1 £ZEde & A EAsAY gk AT 22 Bt B 254
2TEd A 2e 2d 23§ stdeiAl AAA dac 5389 kA de ol 2944
EzEedfd oA, 9, 43, AheeA gt 87t gle] d¥7s 25 exe, .com, wbs, bat U7
g2 53 9 7lE fE FdsA g B e HiFEE JSalA et B9 A8A 25
EE HAF 2T ESE F71EA At B4R E 29, AE, 39, velA L 547 & el
HEHS a1 Bl A8 F5i0 (o J2e823 T5.) 23 #E)

. 1 will use USFE JCISA provided end point security and virus protection software and procedures
before uploading or accessing information from any system, diskette, attachment, compact disk, thumb drive or
any other removable and/or portable storage devices.

_ tEge = A 923, #59Y oo use e Jlg olF 43329 Ang Ay
e A FEOE FAR ARAA} ATehe heldz A4 LEG L AF wot S
ggsAD

£. | will safeguard and mark with appropriate classification level, if required, all infermation created,
copied, stored or disseminated from the information system and will not disseminate it to anyone without a
specific need to know. | will not attempt to access or process data exceeding the authorized information system
classification level. |will access information only for which | am authorized access to and have the specific need to
know. | will not release, disclose or alter infermation without the consent of the data owner, the original
classification authority (OCA) as defined by UNF-CFC Regulation 380-1, the individual's supervisory chain of
command, Freedom of Information Act (FOIA) official, Public Affairs Office, or foreign disclosure officer’s approval.

g2 44, 54 AFHAY FEAANA 248 BT AEE 25 FAeHE R A
HE 55 7)) 5T AL gele ol FFAAR AdslA ¢do. 97l ARAA S5

sl delHE FIetA L AlstA] @2 Field, A2 U7k A Had e FE
TehAth 2912 fda 9 A 74 2380-14 =9 B2 AREE 257 FE, 9 A

wh Pl
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<Figure 2. USFK JCISA AUP>
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USFE JCISA CENTRINS-K Acceptable Use Policy
FHUZE FAR FEAAA AHEANA A7 o

2393 59 gL ARATLL A 9 57 2RHOCA) 5. A8 LadAe #t Fels
e

h. | will not utilize DOD provided information systems for commercial use, financial gain or illegal
activities. | will not use 155 in any manner that interferes with official duties, undermines readiness, reflects
adversely on DOD or violates standards of ethical conduct. | will not intentionally send, store or propagate sexually
explicit, threatening, harassing, political or unofficial public activity communications {LE/Cl investigators, attorneys
or other official activities operating in their official capacities only, may be exempted from this requirement). | will
not participate in other activities inconsistent with public service.

_ nEAE 5 AF AEAAE G ol 2z 2 ¥As EHoR g gHn

FrE SASAL, S HAE ASAAL SH49 d8 233 998 FAY, &9 39 lee
Aeisis 229 A A8L FHADG B = 2HY 4ud 4¥E, 237, 347,
HEARY ARYT (A8 58 28 A1) FAL EHo2 WS AP TE SN UL el

5 BF WelAd AAE 85t LECI 8 £4E 54 22 35 990 & £3 A9 i
) o] el 2 7<) AALDE 71 A ALsA dAD

i. | will address any questions regarding policy, responsibilities and duties to my unit IAS0.
Maintenance of your system will be performed by USFK JCISA personnel and JCISA approved IMOs only. | will use
screen locks and log off the system when departing the area.

L2912 FE, A5, oo gty 24 —'.’—tﬂ AEEF g9 zpaso)ld =25 A&
Aesiz AA Bels FA0E AL A2AAA 2509 SR FE2AAAAS 94
AT gdamos)l dsil, 2yl FoE HA npa #3715 & Agsa A48 22
s

j- I will immediately report any suspicious output, files, shortcuts or system problems to my unit 1AS0.
| will report all known or suspected security incidents or violations of this Acceptable Use Policy and/or DODD
8500.1 or DODI 8500.2 to the 1ASO and USFK JCISA.

o IL
i

ole 2ld2d 29, By HAAE F 2 A o1 24 A S A& FEEE
A A 2astAct 22902 £ 97 ALE 2w SHEES 56001 2 =9 8600.2 2
At HH =2 ¢4n gAY A le e 2ol A D 2EE AEEE gdaln 9 A2 A AR
Basich

k. | understand that each information system is the property of the government and is provided to me
for official and authorized uses. | further understand that each information system is subject to monitoring for
security purposes and to ensure use is authorized. | understand that | do not have a recognized expectation of
privacy in official data on the information systems and may have only a limited expectation of privacy in persanal
data on the information system and may only have a limited expectation of privacy in personal data on the
information system. | realize that | should not store data on the information system that | do not want others to
SEE.

k292 ] FEAAN FF L7180, FF L A7 E EER AMEES ATEE

AR =9 s FEAAS 317 AR E EEln 2ot 23S f4 A E 2SS AR
E=H 2T FEAA S 217 AR S EAwln B B3 A9 F4E 8 oAEd 2912
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<Figure 2. USFK JCISA AUP>
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USFR JCISA CENTRINS-K Acceptable Use Policy
ol BHR AEAAAN AHEAAA A7 %

AEAA W B2 dolge] SAAAE TohelM A7t 95W & Do FuAA G A qo8
Bz HE ARHoaw EeloH A& AT+ 08¢ £A B B BeldA ndar de
Aol E A AT = gae £A80

8. Penalties. | understand that violations of this agreement may be punitive in nature and punishable under
Article 92 of the UCMJ or ROK Only UNC/CFC Security Supplement Regulation (as amended 2004.12.01).
7.4 BE9le B et Syl A U EFE 025 = 20041201 AR =28 A EEA
EdFA A7 JAsS AAFHL] FH ol o] A A &S ARG

9. Acknowledgement. | have read the above requirements regarding sue of my assigned government system/(s)
on the USFK JCISA C2 Network(s). | understand my responsibility regarding my government system(s) and the
information contained therein.

9. 913, €912 2914 A g2d FR0Z AR FEAAA AATA AA AL g 37
HrrAL £7Asged, F40|Z2 SA8 ALAAA AR5 e8Iz | 2909 4244 &
FEs ¥y 5§ A Ao

Unit/Division/Branch £ /&3 /5 Date W 7}
Last Name, First, Ml 3,21 & Rank/Grade A5
Signature | Phone Number 3 73]

Version 2 dated July 7, 2011
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<Figure 2. USFK JCISA AUP>
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<Sample of KWAN AUP>

Army in Korea LandWarNet Acceptable Use Policy
22 July 2011

1. Understanding. | understand that | have the primary responsibility to safeguard and protect the information
contained on the Army in Korea LandWarNet Classified and/or Army in Kerea Land\WarNet Unclassified
networks from unauthorized or inadvertent modification, disclosure, destruction, denial of service, and use.

2. Access. As set forth in Department of Defense (DoD) Publication 5500.7-R, “Joint Ethics Regulation™,
Army Requlation (AR) 25-2, “Information Assurance” (IA) or as further limited by this policy, access to DoD
networks is for official use and authorized purposes only.

3. Revocability. Access to Army resources s a revocable privilege and is subject to content monitoring and
security testing.

4. Applicability. The Army in Korea LandWarNst provides information processing service for both Classified
and Unclassified. This Acceptable Use Policy (AUP) applies to ALL DoD and non-DoD personnel who are
required and authorized access to the Army in Korea LandWarNet Architecture.

5. DoD User Agreement: By signing this document, you acknowledge and consent that when you access
Department of Defense (DoD) Information Systems:

a. You are accessing a U.S. Government (USG) Information System (IS) (which Includes any device
attached to this Information System) that is provided for U.S. Government authorized use only.

b. You consent to the following conditions:

(1) The U.S. Government routinely intercepts and monitors communications on this information system
for purposes including, but not limited to, penetration testing, communications security monitoring, network
operations and defense, personal misconduct (PM}, law enforcement (LE), and counterintelligence (Cl)
Investigations.

(2) At any time, the U.S. Government may inspect and seize data stored on this informaticn system.

(3) Communications using, or data stored on, this Information System are not private, are subject to
routine monitoring, interception, and search, and may be disclosed or used for any U.S. Government authorized
purpose.

(4) This Information System includes security measures (e.g.. authentication and access controls) to
protect U.S. Government interests—not for your personal benefit or privacy.

(5) Notwithstanding the above, using an Information System does not constitute consent to personal
misconduct, law enforcement, or counterintelligence investigative searching or monitoring of the content of
privileged communications or data (including work product) that are related to perscnal representation or
services by attorneys, psychotherapists, or clergy. and their assistants. Under these circumstances, such
communications and work products are private and confidential, as further explained below:

{a) Nothing in this Acceptable Use Policy shall be interpreted to limit the user's consent to, or in any
other way restrict or affect, any U.S. Government actions for purposes of network administration, operation,
protection, or defense, or for communications security. This includes all communications and data on an
information system, regardless of any applicable privilege or confidentiality.
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(b} The user consents to interception/capture and seizure of ALL communications and data for any
authorized purpose (including personal misconduct, law enforcement, or counterintelligence investigation).
However, consent to interception/capture or seizure of communications and data does not mean consent to the
use of privileged communications or data for personal misconduct, law enforcement, or counterintelligence
investigation against any party and does not negate any applicable privilege or confidentiality that otherwise
applies.

(c) Whether any particular communication or data qualifies for the protection of a privilege, or is
covered by a duty of confidentiality, is determined in accordance with established legal standards and DeD
policy. Users are strongly encouraged to seek personal legal counsel on such matters prior to using an
information system if the user intends to rely on the protections of a privilege or confidentiality.

(d) Users should take reasonable steps to identify such communications or data that the user asserts
are protected by any such privilege or confidentiality. However, the user's identification or assertion of a privilege
or confidentiality is not sufficient to create such protection where none exists under established legal standards
and DoD policy.

(&) A user's failure to take reascnable steps to identify such communications or data as privileged or
confidential does not waive the privilege or confidentiality if such protactions otherwise exist under established
legal standards and DoD policy. However, in such cases the U.S. Government is authorized to take reasonable
actions to identify such communication or data as being subject to a privilege or confidentiality, and such actions
do not negate any applicable privilege or confidentiality.

{f) These conditions preserve the confidentiality of the communication or data, and the legal
protections regarding the use and disclosure of privileged information, and thus such communications and data
are private and confidential. Further, the U.S. Government shall take all reasonable measures to protect the
content of captured/seized privileged communications and data to ensure they are appropriately protected.

(6) In cases when the user has consented to content searching or monitoring of communications or data
for personal misconduct, law enfercement, or counterintelligence investigative searching, (i.e.. for all
communications and data other than privileged communications or data that are related to personal
representation or services by attorneys, psychotherapists, or clergy, and their assistants), the U.S. Government
may, solely at its discretion and in accordance with DoD policy, elect to apply a privilege or other restriction on
the U.S. Government's otherwise-authorized use or disclosure of such information.

(7) All of the above conditions apply regardiess of whether the access or use of an information system
includes the display of a Notice and Consent Banner ("banner”). When a banner is used, the banner functions to
remind the user of the conditions that are set forth in this Acceptable Use Policy, regardless of whether the
banner describes these conditions in full detail or provide a summary of such conditions, and regardless of
whether the banner expressly references this User Agreement.

&. Minimum Security Rules, and Requirments. As an Army in Kerea LandWarNet Classified and/cr Korea
LandWarNet Unclassified system user, the following minimum security rules and requirements apply:

a. | will complete initial DoD |A awareness training and annual refresher training provided at the Fort Gordon,
Georgia |A training web site prior to receiving access authorization to the Army in Korea LandWarlet.
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b. |will use my common access card (CAC) for authentication on my government system and will not
circumvent any installed security. | will remove my CAC when leaving my system for short periods of time and
log off the system when departing the area for extended periods. | will perform a restart on my government
system each work day to ensure that updates are applied. If required, | will generate, store, and protect
passwords or pass-phrases. Passwords will be at least 15 characters, consisting of 2 each uppercase and
lowercase letters, numbers and special characters. | will not share personal accounts and passwords or permit
the use of remote access capabilities by any individual.

c. As a system user, | will not install or remove programs or hardware (government or personally cwned),
disable security configurations or audit logs, or alter operating system cenfigurations. | will not attempt to strain,
test, circumvent, bypass security mechanisms, or perform network line monitoring or keystroke monitoring. | will
not introduce any executable code nor will | write any malicious code.

d. | will use virus-checking procedures before uploading or accessing information from any system or device.
| will use government provided virus-checking software and procedures before uploading or accessing
information from any system, diskette, attachment, compact disk. thumb drive, or any other removable and/or
portable storage devices.

e. | willimmediately report any suspicious output, files, shortcuts, or system problems to my unit Information
Management Officer (IMO) and/or Information Assurance Support Officer (IASO) and cease all activities on the
system. | will report all known or suspected security incidents, or viclations of this acceptable use pelicy andior
AR 25-2 to the IASO, IMO, and Network Enterprise Center (NEC).

f. | will safeguard, and mark with the appropriate classification level, all information created, copied, stored,
or disseminated from the information system and will not disseminate it to anyone unless they have a specific
need to know, | will also include authorized official travel markings if | have been authorized to remove a
government owned mobile computing device or data storage device from a government facility. | will not attempt
fo access or process data exceeding the authorized information system classification level. | will access
information only for which | am authorized access to and have the specific need-to-know.

g. | will not utilize Army or DoD provided IS for commercial financial gain or illegal activities. | will not use IS
in any manner that interferes with official duties, undermines readiness, reflects adversely on the Army, or
violates standards of ethical conduct.

h. | will not intentionally send, store, or propagate sexually explicit, threatening, harassing, political, or
unofficial public activity (spam) communications (LE/CI investigators, attorneys, or other official activities,
operating in their official capacities only, may be exempted from this requirement.).

i. | will not misuse government resources involving: pornography or obscene material (adult or child);
copyright infringement (such as the sharing of copyright material by means of peer-to-peer software); gambling;
the transmission of chain letters; unofficial advertising, soliciting, or selling except on authorized bulletin boards
established for such use; or the violation of any statute or regulation.

7. Protection of Personally Identifiable Information (PIl), Sensitive Information (Sl), and Data-at-Rest
Requirements.

a. | will identify Pl and S| data on any USG owned system, mobile computing device, data storage device, or
removable media in my possession or under my control. | will safeguard all USG owned devices and data in my
possession from loss, suspected loss, theft, unauthorized access, unauthorized disclosure, by any person or
multiple persons that do not have an official need to know the information.
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b. | will not remove any USG owned computing device, data storage device, or removable media with Pll or
Sl data from a government facility without approval of the Commander or Director in the grade of 06/GS15 and
above in the chain of command.

c. | will encrypt all Pll and S| sensitive data when removed from a USG facility, or when contained within an
electronic mail. To encrypt electronic mail, | will use the encrypt email solution built into Microsoft Outlook. To
encrypt data on removable media, | will use the solution outlined in the Bth Army Data-At-Rest (DAR) OPORD or
the current capabilities of the operating system.

d. | will safeguard and protect Pll and prohibit any uploading of Pll on ALL USFK, 8th Army, or any other
SharePoint portals operating on the Army in Korea LandWarNet architecture.

. | will not download any Pl or Sl to a non-government owned computing system or device.

f. | will immediately report the loss/suspected loss, compromised/suspected compromise, or discovery of Pl
and Sl to the first 05 or G514 In my chain of command and the local servicing NEC.

g. | will successfully complete the Personally Identifiable Information (P} training prior to obtaining access to
the Army in Korea LandWarNet (Unclassified and Classified) networks.

h. As an Authorized Official Traveler, | will complete the official traveler's checklist and obtain approval prior
to removing a device from a government facility 1AW DAR 8th Army OPCRD. Upon returning, | will take the
device to the IMO, Information Assurance Manager (IAM), Information Assurance Support Officer (IASQ), or
System Administrator (SA), to be scanned using an Army approved compliance scanning tool prior to the device
being reconnected to the network.

8. Penalties. | understand that violations of this agreement may be punitive in nature and punishable under
Article 92 of the UCMJ or other administrative and criminal statutes. These violations are covered under AR 25-2,
paragraph 1-1].

9. Acknowledgement. | have read the above requirements regarding use of DoD and 8th Army IS. |
understand my responsibilities for safeguarding and protecting these systems and the information contained

Unit/Directorate/Division/Branch Date
Last Name, First, M| Rank/Grade/Contractor
Signature Phone Number
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